Who are we?
Launched in 2017, the Criminal Law Reform Now Network (CLRNN)
facilitates collaboration between academics and other legal experts to
discuss, draft and disseminate comprehensible proposals for criminal law
reform to the wider community. Our research contacts include members
of the public and mainstream media as well as legal and industry
professionals, police, policymakers, and politicians. The CLRNN is ready
to consult with and make suggestions to anyone who has the power to
bring about law reform. The CLRNN is supported by AHRC Network Grant
funding.
Reforming the Computer Misuse Act 1990 is the CLRNN’s first report. The
Computer Misuse Act 1990 (CMA 1990) is now almost 30 years old. In
the years since it has not kept pace with rapid technological change. It is
clear that the CMA 1990 requires significant reform to make it fit for the
21st century.
The report identifies various problems with the CMA 1990 and provides
detailed analysis and expert recommendations for reform. This includes
recommendations for primary legislative reform of offence definitions
and the creation of new defences, as well as associated measures to
clarify guidance for prosecutors and sentencing courts.
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What are the problems with the CMA 1990?

Expert recommendations for reform

• Computer misuse – such as hacking or using computer viruses or
malware to disrupt services, obtain information illegally or extort
individuals or organisations – occurs frequently. For the year to June
2018 CSEW estimated a total of about 1,121,000 incidents of computer
misuse. For the year to June 2019 CSEW estimated around 977,000
incidents.

Offences: We recommend a range of measures to better tailor existing
offences in line with our international obligations and other modern
legal systems, including new corporate offences.

• Despite this, the conviction rate remains extremely low. Only about 2%
of CMA offences result in a police investigation; and only a fraction of 1%
result in a prosecution or conviction.
• The CMA 1990 provides a confused legal framework, with outdated and
ambiguous terminology, and an unjustifiably broad application (beyond
our international comparators and treaty obligations).
• The inappropriate breadth of CMA offences serves to criminalise or
deter non-culpable actors, making the UK less safe. For example:
- Cyber threat intelligence professionals, who are prevented from
testing and defending systems with the most effective means (out-ofstep with our international comparators);
- Journalists and academics, who are prevented from researching cyber
threats in the public interest;
- Ordinary members of the public, who may inadvertently break the law
with the most trivial conduct (for example, checking for contact details
within a lost mobile phone that has fallen into their possession).
• Current prosecution guidance lacks clarity in several important areas,
including provisions on autistic and other vulnerable defendants.

Defences: We recommend new public interest defences to untie the
hands of cyber threat intelligence professionals, academics and
journalists to provide better protections against cyber attacks and
misuse, while ensuring consistency with overlapping offences within the
Data Protection Act 2018.
Prosecution Guidance: We recommend a set of new targeted guidance for
prosecutors, including the prosecution of autistic and other vulnerable
defendants.
Sentencing Guidance: We recommend the creation of new sentencing
guidelines, and provide detail on their formation and function.
As politicians from all parties have called for better protection from
cyber attacks (through manifesto pledges and beyond), our report
provides a comprehensive list of recommendations for a new legal
framework equipping the CMA 1990 for the modern world.

Industry endorsement
The report is endorsed and launched with the industry-led campaign to
make the Computer Misuse Act fit for the 21st century. Various
stakeholders, including global cyber and risk mitigation experts, NCC
Group, have contributed their views during the formation of the report,
making a business (as well as legal) case for reform. The report remains
the sole and independent product of the CLRNN.

